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MANAGING NETWORK SECURITY

Network Security Architecture Reference Model

To provide adequate security, it is important to be able to model the mobile network
and analyze the threats to assets. The following three-plane architecture (based on
the international standard X.805) provides a useful and simple way of capturing
relevant information. This model consists of four architectural components: separate
security planes, security layers, security services, and security policies & principles.
Figure 1. Network Security Architecture Model
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3.2.1 Security Planes

Networks should be designed in such a way that events on one security plane are
kept totally isolated from the other security planes. The concept of security planes
provides the ability to differentiate and address security concerns independently.

The End-User Security Plane addresses security of access and use of the serviceprovider's
network by customers. This plane also represents actual end-user data

flows. The Signaling and Control Security Plane covers protection of the activities
that enable the efficient delivery of information, services and applications across the
network. The O&M Security Plane covers the protection of operation and
maintenance functions.
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3.2.2 Security Dimensions

The security dimensions are system aspects which run through all security solutions.
However, security solutions and mechanisms are used for implementing the security
dimensions. All security dimensions should be evaluated in each security plane/layer
intersection point. The most common ones are:

« authentication



+ authorization

* accountability

* availability

+ confidentiality

* integrity

* non-repudiation and privacy

3.2.3 Security policies & principles

To enhance protection of the network, specific security principles and best practices
are commonly used. Probably the most important one is the defense-in-depth
principle: employ several security mechanisms and security layers to provide
protection. If one of the mechanisms or layers fails, the other mechanisms and layers
are still in place to provide sufficient protection. This principle is commonly used to
protect the perimeter of a site, as depicted earlier in Figure 1.

The least privilege is another fundamental security principle. It means that an entity
should only have the privileges it needs to perform its tasks. This is of utmost
importance when considering node protection. The services running on a node
should have only the privileges they need to provide the service and the node should
not be running any unnecessary services.

Systems and nodes should also implement the fail-safe principle. This means that
when the system or node fails, it should fail without harmful side effects.

Sometimes, the diversity-of-defense principle might also be useful. This principle is
based on using different types of systems to provide a certain kind of protection. If
one of the systems contains vulnerability, the other systems might not have that
vulnerability and the impact of the vulnerability is thus mitigated.

A choke point forces attackers to use a narrow channel, which can be monitored and
controlled. In network security the proper perimeter protection for the site is such a
choke point; anyone attacking the site from the outside will have to go through that

channel, which should be defended against such attacks.
MANAGING NETWORK SECURITY
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4 Managing Security

4.1 Introduction

To be able to make sound security judgments, both the particular business context
and the networking environment must be fully understood. To support the whole
telecom system life cycle, from end-to-end, the following operations have to be
undertaken:

Business Continuity Management

Network Security Design

Network Configuration / Integration

Network Security Audits

Network Security Implementation

o Fraud Management.

4.2 Common Principles

The security operations address:

o Risk Management: all network operation implies a certain risk that
must be accepted, avoided, reduced or transferred.

o Business Continuity: the operator’s critical processes and information
should be protected from disclosure and/or disruption.

o Lowering operator costs: well thought-out security solutions provide a

O O O O O

AR



payback in terms of reduced operating costs, reduced risk of fraud,

a reduced risk of critical security-related network outages and

potentially less churn.

The following chapter describes how the different sub-operations complement each
other and fit into the “Security Wheel” concept, forming continuous security

management.
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4.3 The Security Wheel

This industry-standard model has been chosen to illustrate where security
management fits in, and how all security activities in a network must evolve
around the security policy; see figure in chapter 4.4.

The concept sees network security as a continuing process built around a
corporate security policy. This process is divided into the stages:

* Implement network security

* Monitor network and respond to incidents

* Test the security of the network

* Improve network security.

Implement network security — Security devices such as perimeter nodes,

VPN devices, firewalls, Intrusion Detection/Prevention Systems (IDS/IPS)

and authentication devices are planned, configured and integrated.

The purpose is to prevent activities that the policy has defined as threats.
Monitor/Respond — The implemented security policy is validated using intrusion
detection, as well as log and other auditing techniques, to watch for violations.
Test — The effectiveness of the policy should be evaluated at regular intervals
through security audits, vulnerability scanning and/or penetration tests.
Manage/Improve — Information gathered from previous steps is analyzed and used
together with developments in the security market to improve the policy, moving

around the circle to the first step again.
MANAGING NETWORK SECURITY
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4.4 Security — A continuous process

Figure 2. The Security Wheel model

Security Policy — Is, together with the Risk Analysis, the most fundamental part of
any company’s security/business continuity process. These can be checked and/or
developed as a part of either the security assessment service or the business
continuity service. Business Continuity also includes such aspects as, for example,
crisis management, disaster recovery, and organization resiliency.

Risk Analysis and Readiness planning is of utmost importance in guaranteeing the
safe launch of a new service.

Implement Network Security — Network Security Design ensures that security is
implemented according to best telecom practices, and the level planned for in the
security policy. Also, configuration and integration must be performed in the most
secure manner possible, and according to plans.

Monitor/Respond — Network Management personnel monitor logs, while Intrusion
Detection System real-time alarms detect any signs of attempted policy violations.
Fraud-management processes and solutions instantly detect malicious end-user
behavior. The network security organization must be continuously updated with the
latest methodology to perform IDS/IPS tuning, log analysis and computer forensics.
- Business Continuity Management
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- Nw Management

- Fraud Management

- Nw Security Assessment/Analysis
- Nw Security Design

- Nw Configuration/Integration

- Nw Security Analysis

(incl. penetration tests)

. Business Continuity Management

/// X Nw Security Assessment
- Nw Security Analysis Test |- Nw Security Design
(incl. penetration tests) - Nw Configuration/Integration

s

“_Monitor f respond - - Nw Management
e — - Fraud Management
- Nw Security Assessment/Analysis

S

Figure 2. The Security Wheel model

- Nw Security Assessment
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Test — Detailed system configuration analysis and tests, including penetration tests
and vulnerability scanning must be performed on a regular basis. This also includes
exercises around selected scenarios in, for example, a company’s disaster recovery
plan.

Manage/Improve — A list of suggested security improvements always form part of the
output of a security Assessment, Analysis, Fraud or Business Continuity activity.
They can be categorized as procedural, physical, technical or relate to the personnel.

4.5 Business Continuity Management

Business Continuity Management (BCM) incorporates not only business continuity
planning and disaster recovery, but also the disciplines of crisis management, risk
management, facilities management, health and safety, security, quality
management and supply chain management. It can be seen as a super set of
security management processes.
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The BCM process is divided into six stages shown in Figure 3 and explained below

Test — Detailed system configuration analysis and tests, including penetration tests

and vulnerability scanning must be performed on a regular basis. This also includes
exercises around selected scenarios in, for example, a company’s disaster recovery
plan.Manage/Improve — A list of suggested security improvements always form part of the
output of a security Assessment, Analysis, Fraud or Business Continuity activity.
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